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1	Decision/action requested
It is proposed to approve the changes for requirements for algorithm selection of TS33.501. 
2	References
  [1]	 3GPP TR 33.899
  [2]           3GPP TS 23.501
[3]           3GPP TS 23.502
3	Rationale
This contribution proposes the requirements for algorithm selection. The requirements of security algorithm selection are similar to the algorithm selection requirements in LTE, e.g., RRC ciphering and integrity protection requirement, UP ciphering protection requirement. In addition, UP integrity security negotiation shall be taken into account in 5G. Regarding the threats during the security algorithm selection and negotiation procedures, the bidding down attacks shall also be considered. Therefore, security algorithm selection and negotiation can use the similar principles of LTE with more considerations on UP protection algorithm selection and negotiation aspects.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in TS33.501.

***********Beginning of the first change*************
5.4	Security Algorithms
5.4.1	Requirements for algorithm selection
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.1, which is about requirements for algorithm selection. The content in this clause should apply to AMF and both eNB and gNB.
a) An UE and a serving network shall agree upon algorithms for
· RRC ciphering and RRC integrity protection (to be used between UE and gNB)
· UP ciphering and UP integrity protection(to be used between UE and gNB)
· NAS ciphering and NAS integrity protection (to be used between UE and AMF)
b) The serving network shall select the algorithm dependent on
· The security capabilities of the UE
· The configured allowed list of security capabilities of the currently serving network entity, including AMF, SMF
· The security policy of the AF or service
c) The UE security capabilities shall not be susceptible to bidding down attacks.
[bookmark: _GoBack]d) Separate RRC and UP security negotiation are required. RRC security negotiation procedure shall be implemented through AS security mode command procedure as defined in TS33.401. 	Comment by HUAWEI: Refer to the companion documents: S3-171793, S3-171862
· Both integrity protection and ciphering for RRC shall be activated within the same AS SMC procedure, not necessarily within the same message. 
· Both integrity protection and ciphering for UP shall be activated within the same RRC Reconfiguration procedure.
· User plane integrity shall be applied to a data radio bearer if integrity protection is configured for that data radio bearer at the time of data radio bearer set-up during session establishment procedure.
e) It shall be possible that the selected RRC, UP and NAS algorithms are different at a given point of time.
************End of the first Change***************
